
PTUC GD009: User Access Guidelines for Data Management 

PTUC GD009: User Access Guidelines 
Version 3.0 Review Date: February 2029 Page 1 of 6 

GD009 

User Access Guidelines for Data Management 

It is a Good Clinical Practice (GCP) requirement for there to be a formal and documented process to track all 
users who have access to clinical study data.  

This guidance document provides guidance on the formal processes to follow for user access in OpenClinica for 
the data management team. 

For studies that do not use OpenClinica:  
Excel / SharePoint should only be used for small non CTIMP studies and has no in-built roles. The management 
of the access and security should be covered in the Data Management Plan (DMP) and use form FRM052 
Database Access to document user access. If eForms is not being used for a study, then the study specific 
spreadsheet should be stored in the appropriate N: drive subdirectory for the study, and in a folder for data 
management (see Sponsor / InvesƟgator File Checklist FRM021 for the correct locaƟon). 
If other data repositories are used, where possible role profiles such as those in Appendix A, should be used and 
the user access should be recorded in a similar manner to OpenClinica, and/or recorded in the DMP. 
  
The points below reflect both OpenClinica 3 and OpenClinica 4 unless otherwise specified.  

1. Adding a new user: 
a. OpenClinica has different user roles (see Appendix A and Appendix B).  Access for a user can be provided 

at study level; the user will have access to all study data, or at site level; the user will have access to data 
recorded by a parƟcular parƟcipaƟng locaƟon.  

b. When access for a user is being set up in OpenClinica 3; select the opƟon for the system to send the user 
ID and password. A simultaneous email can be sent by the study data manger with instrucƟon and 
guidance on how to access OpenClinica.  OpenClinica 4 will send an invite email to the new user with a 
link to access and set up user ID and password directly; again, a simultaneous email can be sent by the 
study data manger with instrucƟon and guidance on how to access OpenClinica. 
 

1.1 LocaƟon Staff 
a. When the trial manager has given the green light for a trial locaƟon to begin recruiƟng, they will provide 

the study data manager with details of users that require access to the system (full name, access role 
required, email address). The users will be on the study’s locaƟon delegaƟon log and have been 
authorised to have access by the locaƟons Principal InvesƟgator (PI).  Should the study not have a trial 
manager the requests for locaƟons access may come via the Clinical Project Manager (CPM) or another 
person agreed before set-up. 

b. All access should be recorded on the study’s FRM052 Database Access form.  This can be completed by 
any member of the data management team, trial manager or CPM. 

c. Appendix A and Appendix B given details of the standardised roles that OpenClinica offers.  Specified 
roles for example, blinded monitor / pharmacist / sponsor representaƟve may uƟlise the permission tags 
OpenClinica 4 provides (see Appendix B).  

d. When adding a new user to OpenClinica it is the responsibility of the study data manager to ensure that 
the user has received the training that is outlined in the Data Management Plan (DMP).  A check should 
be made to see if a user account already exists for an individual on OpenClinica, should an account 
already exist, we should check that the details are sƟll current and add the new study to that account, 
updaƟng the FRM052 Database Access form. 

e. For studies with mulƟple locaƟons (referred to on OpenClinica as sites), users must only be given access 
to the site where they are authorised on the delegaƟon log. AŌer giving access to a locaƟon user, it must 
be confirmed that they have only be given access to the requested site. This should be done either by a 
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second member of the data team (on the same day the access was given), or the same person who 
added the user (the next working day). Once verified, the FRM052 Database Access form must be 
updated to confirm this check has been made. Further instrucƟon on this can be found in Appendix C. 
This checking process can be followed for single locaƟon studies and is recommended for any CTIMP.  

f. Should access be required by a new user when a study is operaƟonal, access will be confirmed by the 
trial manager, should the study not have a trial manager the requests for locaƟon access may come via 
the Clinical Project Manager (CPM) or another person agreed before set-up. The user details should be 
documented on the study’s eForms FRM052 Database Access form, and if this is at the site level, access 
checked by a member of the data management team. 

g. Please see secƟon 1.3 with regards to InvesƟgator and Data Manager profile access.  
 
 

1.2 Papworth Trials Unit CollaboraƟon (PTUC) staff 
a. Appendix A and Appendix B given details of the standardised roles that OpenClinica offers.  Specified 

roles for example, blinded monitor / pharmacist / sponsor representaƟve may uƟlise the permission tags 
OpenClinica 4 provides (see Appendix B).  

b. All access should be recorded on the stud’s FRM052 Database Access form.  This can be completed by 
any member of the data management team, trial manager or CPM. 

c. For users who require access to mulƟple studies, ensure that this is given at the correct level (usually at 
locaƟon/site level) and not at study level. Once a user is provided with study level access this cannot be 
changed back to locaƟon/site level.   

d. Please see secƟon 1.3 with regards to InvesƟgator and Data Manager profile access.  
 
1.3 InvesƟgator and Data Manager Profile Access 
a. No user will be set up with the InvesƟgator profile access. The locaƟons Principal InvesƟgator (PI) and 

the Chief InvesƟgator (CI) will be allocated the user role of Data Entry Person. At study close out should 
the PI / CI be required to authorise data then the PI / CI role can be changed from Data Entry Person to 
InvesƟgator. The InvesƟgator profile allows a user to download data from OpenClinica, an acƟon that 
should only be performed by a member of the data management team.  

b. Without delay, the InvesƟgator must be provided with access when the trial locaƟon is given the green 
light, and the locaƟon is set up on OpenClinica. The InvesƟgator must be able to see the data and audit 
trail of their locaƟon from the outset. 

c. No user other than members of the data management team should be set up with Data Manager profile 
access. Any excepƟon to this must be approved by the Senior Clinical Trial Data Manager. The Data 
Manager profile allows the user to make changes to data that should only be made by a data manager or 
a member of the trial locaƟon team responsible for the locaƟons data. It also allows a user to download 
data from OpenClinica, an acƟon that should only be performed by a member of the data management 
team. 

 
2. Removing Access 

a. All members of the data management team, who have administraƟon rights access, have a responsibility 
to remove access to studies and or locaƟons access to a site when they are noƟfied of a staff member 
that no longer require access to a parƟcular study, and when a study reaches data compleƟon phase.  

b. When a user’s access to a study is removed this must be recorded in the study’s FRM052 Database 
Access form. 

c. At database lock all users must have their access to the study removed, with the excepƟon of the data 
management team. 

d. Prior to provision of the data for final analysis and, where applicable, before unblinding the trial, edit 
access to the data acquisiƟon tools should be restricted. 
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3. Name changes 

a. Should a user request their name be changed on OpenClinica, the exisƟng username can be edited to 
reflect the change. This change must be recorded in the FRM052 Database Access form under the user’s 
original entry; recording the change made, the date of the change, who has requested the change and 
who has acƟoned the change. 

 
4. AdministraƟon Rights Access  

a. This access is usually only granted to members of the data management team. Access is authorised by 
the Senior Clinical Data Manager following a period of probaƟon using OpenClinica. Once granted it 
allows users to add and remove users to OpenClinica, it also allows users to add and remove themselves 
to any studies on the PTUC OpenClinica database.  

b. When a user is granted AdministraƟon Rights access this must be recorded in the OpenClinica TEST Site – 
eForms – FRM052 Database Access. 

c. Once a user has been documented in FRM052 Database Access form as having AdministraƟon Rights 
Access it is not necessary to document access on each individual study’s FRM052 Database Access form. 

d. AdministraƟve access is limited to users who have received formal OpenClinica training or are otherwise 
qualified by experience. 

 
5. Insight  

a. Access to Insight for OpenClinica 3 is acƟoned separately from OpenClinica 3. OpenClinica 4 allows for 
access to Insight to be given within the regular OpenClinica permissions.  

b. Access to Insight is restricted to users who primarily require it to carry out study-related tasks. It poses 
potenƟal bias to the study data, as Insight allows the direct download of data in analysable formats like 
.CSV, .XLSX etc and data analysis should only be performed according to protocol-defined Ɵmelines by 
the Stats team. 

c. Insight has 2 user roles, All users and Administrators. Administrator access is limited to users who have 
received formal OpenClinica training or are otherwise qualified by experience. Only admin users can 
create Insight accounts or grant access. For users with exisƟng Insight accounts, only admins can invite 
such users to collaborate on a study. 

d. Most users will be granted the “All users” role.  
e. User access to Insight should also be documented in FRM052 Database Access.  

 
6. AudiƟng access 

a. The assigned data management team member periodically reviews the audit trail for studies held in 
OpenClinica 4 and for all CTIMPs.  

b. OpenClinica maintains a comprehensive audit trail that captures the username, date and Ɵme of acƟvity, 
and the acƟon performed on the CRF per subject, ensuring all entries are aƩributable. 

c. In the event of a breach (unauthorised login acƟviƟes), the affected user account is deacƟvated 
immediately, and study access is revoked. The study’s audit trail will be examined to assess the scope of 
the breach and determine correcƟve acƟons. Such incidents are reported to the Senior Clinical Trial Data 
Manager and logged in DaƟx, in accordance with the Trust’s incident reporƟng policy. 

 
 
NB: where the term Study Data Manager has been used, acƟons can be carried out by another member of the 
data management team as appropriate.  
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Appendix A – OpenClinica 3 Roles 

The following tables summarise the modules and features available to each of the User Roles at the Study and 
Site levels.  

Remember, once a user has been given study level access, it cannot be changed to site level access, to give 
them different access types to different sites for example. The only way to do that is to give them a whole 
new account. 
 

Study level: able to perform tasks at the Study level, at each site within that study, and can set the current 
level to Study or any Site within the Study 
User Role Description 
Data Entry Person View, schedule and enter data into CRFs for events; import data; create and 

answer discrepancy notes 
Data Manager View, schedule, and enter data into CRFs for events; import data; create, answer 

and close discrepancy notes; view study audit log and Source Data Verification; 
create, edit, manage CRFs and rules; extract data; view and build study; assign 
users 

Monitor View subjects; view events; view study audit log; perform Source Data Verification; 
create and answer discrepancy notes; extract data 

Study Director View, schedule, and enter data into CRFs for events; import data; Notes and 
Discrepancies; view study audit log and Source Data Verification; create, edit and 
manage CRFs; extract data; view and build Study; assign users 

Data Specialist Add and manage Subjects; view, schedule and enter data into CRFs for Events; 
import data; Notes and Discrepancies; sign subject data; extract data 

 
Site level: only able to perform tasks at that Site, although a user can be assigned to multiple Sites 
User Role Description 
Investigator View, schedule, and enter data into CRFs for Events; import data; create and 

answer discrepancy notes; sign subject data; extract data 
NB The site Principal Investigator (PI) and the Chief Investigator (CI) will usually be 
allocated the User Role of Data Entry Person, at study close out the PI / CI user 
access will be changed to Investigator 

Monitor View subjects; view events; view study audit log and perform Source Data 
Verification; create and answer discrepancy notes; extract data 

Data entry  View, schedule and enter data into CRFs for Events; import data; create and 
answer discrepancy notes 

Clinical Research 
Coordinator 

View, schedule and enter data into CRFs for Events; import data; create and 
answer discrepancy notes 
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Appendix B – OpenClinica4 roles 

The following tables summarize the modules and features available to each of the User Roles at the Study and 
Site levels.  
Permission Tags can be created and assigned to determine which user roles can access data form specific forms. 
 

Study level: able to perform tasks at the Study level, at each Site within that study, and can set the current 
level to Study or any Site within the Study 
User Role Description 
Data Entry Person Create, view, edit, and remove records; add and update queries; import data 
Data Manager Configure the study, add sites, and invite users; create, view, edit, remove, and 

SDV records; add, update, and close queries; import and extract data 
Data Specialist Create, view, edit, remove, and sign records; add and update queries; import and 

extract data 
Study Monitor View and edit SDV records; add, update, and close queries; extract data 
Study Viewer View records; no permission to modify data, add or update queries, or extract data 

 

Site level:  only able to perform tasks at that Site, although a user can be assigned to multiple Sites 
User Role Description 
Clinical Research 
Coordinator 

Create, view, edit, and remove records; add and update queries; import data 

Investigator Create, view, edit, remove, and sign records; add and update queries; import and 
extract data 

Site Data Manager Create, view, edit, remove, and SDV records; add, update, and close queries; 
import and extract data 

Site Monitor View and edit SDV records; add, update, and close queries; extract data 
Site Viewer View records; no permission to modify data, add or update queries, or extract data 
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Appendix C – Multi-Site User check 

 

 

Check user access 
requirements on the studies 

FRM052 Database Access 
form

In live OpenClinica navigate to 
tasks and select 

Administration - Users

Add the name of the user to 
the data field and click on find

Find the relevant user id

Listed in the rows below the 
user name / first name / last 

name will be the sites that the 
user has access to 

Ensure access  grated  
mataches the requirements 

on FRM052

If the access provided is 
correct, complete the  yellow 
columns  of FRM052 - multi 
site verified by field and the 

multi site date field

Should there by an issue with 
the access provided, return to 

the individual who granted 
the access for them to rectify 

the issue


